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unn 1
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N1UTININYIISUU
% nstngeinenssuuieulesdayauazszuudienand
< n15AnRITTUUIANNS Body Camera
*  msfnAsszuUIANISIATRIRBNRIIMBSHYY
1) msungeinwssuuenlesdaya

JagtulasenisAinwmsiiiudnennaud dyynsnsuniwmadg seeed 2 dmsldanussuy
Kong API Gateway \ielddmiudstayaiinunuanmaluszuuiinszuiunslunisaiduniseail

1.1)  FBmsviseineszuuenlesdaya
- Secure Shell \iWA389 172.19.49.4

a L2

- fuiAds docker ps -a LeanUEUB Service Ingagnufiu Docker Container

1% '
v

VIaMA 3 containers FILAWTANANIULVRY Service #19  ladssy

TngUsznaulusme
- kong A Container nanvinauduy Kong service
- konga fin Admin Ul ini7l User @unsndnnis Kong Wumt Ul

- kong-database A® Postgres Database 984 Kong service
- 38M19 Restart Service @usavinlalag AuWAES docker restart <container
name>

1ne docker container 9¥iNANS restart ﬁ&g‘d
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Tawanunsaden Restart Wiz Service figiosnnslawadl
(1) docker restart kong
(2) docker restart konga

(3) docker restart kong-database

2.1)  FMsungeinensTuuanenangn
- 141 ssh umld 1P 103.29.189.130

& PuTTY Configuration ? X
Category:
[ Session Basic options for your PuTTY session
Logging Specily the destinat L 11
& Torminal pecify the destination you want to connect to
Keyboard Host Name (or IP address) Port
- Bell [103.20.189.130 |[22
Features
& Window Connection type:
Appearance (®)SSH  (O)Serial () Other  Telnet ~
Behaviour
- Translation Load, save or delete a stored session
+ Selection
Saved Sessions
Colours
= Connection |TCSh‘”Db‘ ‘
Data I E
| Default Settings A m
Proxy E101,nw
) SSH |10151 e
Serial 110152
Telnet |TC Shinobi 2 Delete
Rlogin [TCShinobi =
SUPDUP |Unifi ¥
Close window on exit
O Aways (O Never (®) Only on clean exit
About Help Open Cancel

TasansAnenisiiudnaningudiyuinisnsamnamans szeei 3
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- WU Login

@% 103.29.189.130 - PuTTY - O X

- login user: nc-user

TasansAnenisiiudnaningudiyuinisnsamnamans szeei 3 3
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- @R cd /home/Shinobi

§ nc-user@streamingicc: /home/Shinobi — O X

- 193 sudo pm2 restart all 1e Restart 151191

g!?} nc-user@streamingicc: /home/Shinobi - O X

2) NSANAITZUUIANIS Body Camera

(%
U

2.1)  Fumsunsaulnanain Google Drive
- https://drive.google.com/drive/folders/IxXWIODKh7OXEIDWIUKfumF8vshi1lOGrQ

U?usp=sharing
TUswnsuiseInulian
- General ICCBodycamManagement Win64 IS V8.005.0000000.0.R.20240907DO

H240913.exe
- Setup ICC App v1.0.4.msi

TasansAnenisiiudnaningudiyuinisnsamnamans szeei 3 4
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22) YURBUNISARAY

ICC Bodycam Management

aanatlvanlusunsuiieglu Google Drive WavinN15AAATEUTREUAY LINTEUY
mangausuluYesdE iy LazadnUy Next

| have read and agree to the terms of the DSS

- imskazAdnyUdl Install

~ Generate shortcuts
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- Wewlad ICC APP qziinsududaulviadnil More info waivitn1sadnyy Run
anyway

Windows protected your PC Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
More info

Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: Setup ICC App v1.0.4.msi
Publisher: Unknown publisher

o e

- EUUIRANIUTNRRINA N TERANYN next aufislunaufnfidnse udnantyu
Close

“H I1cC App - X 74 icC App

Welcome to the ICC App Setup Wizard (] Select Installation Folder

The installer will guide you through the steps required to install ICC App on your computer. The installer will install ICC App to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files (x86)\ICC-DOHMCC Apph Browse...
Disk Cost...
WARNING: This computer program is protected by copyright law and intemational treaties. Install ICC App for yoursef, or for anyone who uses this computer:
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law. @ Evevone
© Just me
< Back Cancel <Back Cancel
8 ICC App - % "3 ICC App - X
Confirm Installation = Installation Complete >
=t | 4\;)

The installer is ready to install ICC App on your computer. ICC App has been successfully installed.

Click "Next" to start the installation. Click "Close™ to exit.

Please use Windows Update to check for any critical updates to the .NET Framework.

Cancel

e « WoRnauasanafedinssansniasesnounnasy
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3) ASANAITIUVINNITLATDIADNNADTHIUNE

3.1) MsAnfssEuU{URNS (OS ) dwmudanis Virtual Machine (VM)

X

PROXMOX

Wugensiuag Opensourcefldvitiosmalawdunisnsumuiues @uisaiulandieiy

VMware ESXi a’mwsa‘u%‘miLLaz%’mmiﬁi’J’aaﬂaﬁwmmumaL"mmnmai‘ wazdiaunsadou APl iield
Sansszuuldanee wasfivaldlesie Sundiauasludninduiiferlsthe veneendfunieme
dmiuszuuigllias lid1andu madhmateqeiosnviadamesiu deagvivliarunsaniuauyn
Lﬁ%‘laamﬂquéﬂmqiﬁ ligeslunealauiiiaziaios wiowiunaunsainandeddaglidedaniafiaz
g0 le @1u150v1 Snapshot, Backup, Restore w3ouwsdus HA 1o dAudusigazLs oo uLANT

https://www.proxmox.com/en/proxmox-virtual-environment/features

Yunaun 1
Atlvania Proxmox VE funau Inglufl https:/www.proxmox.com/en/downloads 1aau
aslumn Proxmox VE 9.0 ISO Installer (Gillwininlinagidensuinluininiinle)

Gethep v =)
v
X PROXMO
Home Products Services Partners About

Proxmox VE 9.0 ISO Installer

Version File Size Last Updated

SHA256S5UM

2281948ae69612448460443f4b619157cab78ee69802acc0d06761ebd4fS1c3e . ‘

Release notes
05. August 2025: Proxmox V 1SO Installer

Note: Please always update a new ISO install to the latest available packages via GUI updater or via CLI (apt update && apt dist-upgrade), following the upgrade guide on

Products Resources Newsletter

Email *

1 agree with the

Cri e o]
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Sunaudi 2

BlsHUld UsB lasii vidededuq titelateadined Andelnsls luiidazlaluly UsB lasi
Tnelnanlusunsy balenaEtcher nou (laiunseldlusunsa Rufus w30 UNetbootin 1#) i1l
https://www.balena.io/etcher/ u&na Download ielnaniadaudsldvinsansalusunsy

Flash. Flawless.

Flash OS images to SD cards & USB drives, safely and easily.

o

Select image

Download for Windows (x86|x64) -

v15.56 See what's new

Yunaun 3
\Wiefnlusunsy balenakEtcher w39 TUswnsuazgnilatuulaednlud® lvne Select Image
udtdenlng Proxmox VE Mitsluansilutusaunsn antuling Open

B peoxmox-ve 60-1 26/8/2562 1935 Disc tmage file
= 3CBLSG4S viaN 1 ,

f‘ balenakic
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JUNBUN 4
Tmaenlasiiiisideensazideudifndiadiy 91ntudeng Flash! haafiseauldsunsuviinis

Jeudayaadasiauasa antuntalusunsuliies ldldlduds udfiluysfiesoudniaesy
RBINNTLANAT FatumauilazuanaiulunuudazEndndnies Javeduly

» Etcher

© — A

proxmox-ve_6.0-1.iso TS-RDFS S...SB Device Flash!

." balenaEicher ¢ balena

¥ =]

YUNDUN 5

= v a o & 19 v v A e v 0 Y] ay Ay i
dloynfmifnfuNnazmentinuiuansil Tiden Install Proxmox VE (dwsulunsailaifild

wndlluifduasa awnsana ALT aumemdnusigniaduldludeninuvesdundenisng gy
ALT+N dm3un1sna Next viseanunsana CTRL+ Tab dmfunisna Tab wuuuni)

Proxmox YE 6.9 (iso release 1) - http://www.proxmox.com/

X PROXMOX

Welcome to Proxmox Virtual Environment

Install Proxmox VE
Install Proxmox VE (Debug mode)
Rescue Boot

Test memory

TasansAnenisiiudneningudiyuinisnsamnamans szeei 3
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JUADUN 6

ndufazenilisudennasdnsnistdnuresldnu Fusamnsasuilinieldeunls
fngaunelananling | agree Wovsninswausutonnadil

Abort

X PROXMOX

END USER LICENSE AGREEMENT (EULA)
END USER LICENSE AGREEMENT (EULA) FOR PROXMOX VIRTUAL ENVIRONMENT (PROXMOX
VE)

By using Proxmox VE software you agree that you accept this EULA, and that you have read
and understand the terms and conditions. This also applies for individuals acting on behalf of
entities. This EULA does not provide any rights to Support Subscriptions Services as software
maintance, updates and support. Please review the Support Subscriptions Agreements for
these tems and conditions. The EULA applies to any version of Proxmax VE and any related
update. source code and structure (the Programs), regardless of the the delivery mechanism

1. License. mox Server GmbH (Proxmox) grants to you a perpetual, worldwide
license to the Programs pursuant to the GNU Affero General Public License V3. The license
agreement for each component is located in the software component's source code and
permits you to run, copy, modify. and redistribute the software component (certain
obligations in some cases). both in source code and binary code forms, with the exception of
certain binary only fimware components and the Proxmox images (e.g. Proxmox logo). The
license rights for the binary only firmware components are located within the components.
This EULA pertains solely to the Programs and does not limit your rights under. or grant you
rights that supersede, the license terms of any particular component.

2. Limited Warranty. The Prog: and the comp: are pi and licensed "as is*
without wamanty of any kind, expressed or implied, including the implied warranties of
merchantability, non-infringement or fitness for a particular purpose. Neither Proxmox nor its
affiliates wamants that the functions contained in the Programs will meet your requirements
or that the operation of the Programs will be entirely eror free, appear or perform precisely
as described in the accompanying documentation, or comply with regulatory requirements,

3. Uimitation of Liability. T the maximum extent permitted under applicable law, under no

Proxmox VE Installer

1 agree

JUABUN 7

° = A a 1 a O v
NINTLADANNLIINDINTHAGN LaINAA Next

Abort

mox VE Installer

Proxmox Virtualization Environment (PVE)

The Proxmox Installer automatically * Please verify the installation target
partitions your hard disk. It installs all required

The displayed hard disk is used for

packages and finally makes the system installation.

bootable from hard disk. All existing partitions Warning: All existing partitions and data will
and data will be lost. be lost.

Press the Next button to continue installation. + Automatic hardware detection

The installer automatically configures your

hardware.

* Graphical user interface

Target Harddisk:

Final configuration will be done on the
graphical user interface via a web browser.

/dev/sda (30GB. VMware Virtual S) » Options

Previous Next

TasansAnenisiiudneningudiyuinisnsamnamans szeei 3
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Yunaui 8
vnsdenUssinakazivnialisey sgdludiegvazidondulssmalneuasiiwaandu
NFUNNT

XpRD MO X< Proxmox VE Installer

Location and Time Zone selection

The Proxmox Installer automatically makes * Country: The selected country is used to

location based optimizations, like choosing the choose nearby mirror servers. This will
nearest mirror to download files. Also make sure speedup downloads and make updates
to select the right time zone and keyboard more reliable.

layout.

; i g * Time Zone: Automatically adjust daylight
Press the Next button to continue installation. saving time.

* Keyboard Layout: Choose your keyboard
layout.

Country Thailand
Time zone  Asia/Bangkok B

Keyboard Layout  U.S. English -

Abort Previous Next

Yunaui 9
MsaasiaRudmIugld root uay E-Mail 1iveliSumsudaiiousig <

Proxmox VE Installer

Administration Password and E-Mail Address

Proxmox Virtual Environment is a full * Password: Please use a strong password.
featured highly secure GNU/Linux system based It should have 8 or more characters. Also
on Debian. combine letters, numbers, and symbols.
Please provide the root password in this step. + E-Mail: Enter a valid email address. Your

Proxmox VE server will send important alert
notifications to this email account (such as
backup failures, high availability events,
etc.).

Press the Next button to continue
installation.

Password  9000000000000000

Confirm  0000000000000000

E-Mail | ouoam2555@gmail.com)

Abort Previous Next

TasansAnenisiiudneningudiyuinisnsamnamans szeei 3 11
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nsAsrtosmenazellimunuaiesinasiendudumesivaluy feideinses agrslu

Y ' A o d' d' 1 & <@ as
FAIBDY NNV LATDIAEYDIN proxmox-01 LagaAIAIUALIIA

v,
A

PROXMO

Proxmox VE Installer

Management Network Configuration

Please verify the displayed network
configuration. You will need a valid network
configuration to access the management
interface after installation.

Afterwards press the Next button. You will be
shown a list of the options that you chose
during the previous steps.

Management Interface:
Hostname (FQDN):

IP Address.

Netmask:

Gateway:

¢ IP address: Set the IP address for your
server.

¢ Netmask: Set the netmask of your network.

* Gateway: IP address of your gateway or
firewall.

* DNS Server: IP address of your DNS server.

ens33 - 00:0¢:29:d2:¢2:0e (€1000) v
proxmox-01.l0cal.19991999.xyz
192.168.50.101

255.255.255.0

192.168.50.2

DNS Server

192.168.50.2|

Previous

Next

JURDUN 11

NINTINFOUMIAIANIYNADIMTB LY

Abort

a1gNuaENA install

Proxmox VE Installer

Summary

Please verify the displayed informations. O

nce you press the Install button, the installer will

begin to partition your drive(s) and extract the required files.

Filesystem: extd

Disk(s): /dev/sda
Country: Thailand
Timezone: Asia/Bangkok
Keymap: en-us

E-Mail: ouoam2555@gmail
Management Interface: ens33
Hostname: proxmox-01

IP: 192.168.50.101
Netmask: 255.255.255.0
Gateway: 192.168.50.2
DNS: 192.168.50.2

.com

Previous

Install

TasansAnenisiiudneningudiyuinisnsamnamans szeei 3
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JUADUN 12
A a & <
LDENEILEIANA Reboot

% PRO>XMO X Proxmox VE Installer

Installation successful!

The Proxmox Virtual Environment is now installed
and ready to use.
* Next steps

Reboot and point your web browser to the
selected IP address.

Also visit www.proxmox.com for more
information.

JUNBUN 13
d‘ < 1 o o D A= ! a o o
19 Reboot 1@S9aIuntinanuauanat Akansinauisasulaaules
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4) ASIFUTTUVINNISEASDIABUNLADIAUUIY Proxmox VE

4.1) mMsinlgausEuy
URL https://10.32.1.181:8006/ %38 https://10.32.1.182-186:8006/ (\Ju4ean19u1n35g1ud
ausulnlgeu Proxmox) @u user wag password Tildnniasneliluilosdu

4.2) Upload 14 .iso
Fouad1e VM #aq Upload Twd iso ves OS figmsmsinse W3lusiu PROXMOX fow il
- Lﬁaﬂl,mé Local > ISO Images
- 5ol Upload 1@3a Proxmox faziild iso dmdufings OS udn

tITEET Mt

BLO0000000I0 Uz gz el

o
s
80
s
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naUy Upload sruuu waadenlid .iso fifeanis wazseli Upload 1a59 Proxmox Nazdl
Ild iso dwsudinds OS

e

4.3) N385 VM
VM 289 PROXMOX axilaneiaausedr VM Tag VM fausnazisuduiiay 100 wazuan 11U
Souq WJu 101, 102, 103, ..
- Fovneay VM sld us VM avdestivanetauitliigniu
- naYu Create VM ( yjuuunan Web Ul )

=L E I (] Create VM | @ Create CT || & root@pam
© Help
Search Name, Format

Date Format Size
2022-12-01 14:23:08 iso 530 GB
2022-06-29 20:41:22 iso 1.33 GB
2022-07-20 13:17:02 iso 1.47 GB
2022-06-17 10:04:08 iso 531.63 MB
2022-12-01 14:55:39 iso 532.06 MB

TasansAnenisiiudneningudiyuinisnsamnamans szeei 3 15
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danknd Liso 189 OS NRBIN15Annd (AregreidantndUbuntu-22.04-live-server-amd64.iso)

LAZLARNAY Default Y9958 UUNLAUN

Create: Virtual Machine

General m System

® Use CD/DVD disc image file (iso) Guest OS
Storage:  iso Type Linux
Version 5x - 2.6 Kernel

ISO image: | intu-22.04-live-server-amd64.iso
Use physical CD/DVD Drive

Do not use any media

Advanced m

Create: Virtual Machine

General OS ECUN Disks
SCSI Controller: | VirtlO SCSI

Graphic card Default
Machine Default (i440fx) Qemu Agent

Firmware

BIOS Default (SeaBIOS) Add TPM

Tuiedu 9 diuiwaelildaunnudeinisiiuguvesssuy Disk, CPU, Memory, Network

16
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GUENLEJI:J!
)X PRO>XMO XX virtual Environment 7.2-3 Search
Server View Node 'hci5'
& Datacenter (BUUlibClus!
b heit Q Search
E® hci2 Type Description Disk usa
& hei3 & Summary
& heid O Notes m gemu 100 (win) 00%
. emu 106 (Remote-165)
Eo hes >_ Shell =
g1on {win) m gemu 107 (I0T-160) 00%
. Syst:
103 (linux10) &5 Sysan 3 qemu 120 (SOLR-10.321.28) 0.0%
= 12? E:'\;)e::;:-;%) = Network (' § qemu 123 (LoadBalance) 00%
3 120 (SOLR-10.32. ® Contficates Gb gemu 502 (oer) 00%
3 123 (LoadBalance] LA G gemu 508 (info) 00%
Q 502 (oer) Q@ Hosts gemu 103 (linux10)

dlermuensnenseing q Auluuds azdhgnt Confirm eagusenisiviun

Create: Virtual Machine
General OS  System Disks CPU  Memory  Network
Key Value
cores 4
ide2 iso:iso/ubuntu-22.04-live-server-amd64.iso, media=cdrom
memory 8192
name linux10
net0 virtio bridge=vmbr0 firewall=1
nodename hci5
numa 0
ostype 126
scsil SSD:64
scsihw virtio-scsi-pci
sockets 1
vmid 103
Start after created

ARt Finish U&Y PROXMOX fazasng VM 1551 Tneazdl VM de 103 (linux10) sagyadneilo

TasansAnenisiiudneningudiyuinisnsamnamans szeei 3
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4.4) nsau VM
MINFBINITAU VM 136 %0 web2 1ntiuadniliiy More

X PROXMO X vietua Envrcnment 723

Server View

Vil Machine 136 (web2) on
B rer @ Summary

.. Console

node heiZ

3 119 (Databasesd)

3 129 (platiorm-171)

G 137 (Thesis-210)

3 138 (Mekong-176

B R Extemal (hai)

BENFS (o)

B0 PramBackupServer (hc)
B SAS ot

B0ss0 i)

R it

S Hardware

Cloud-nt
- i Status

© HASute
W Node

stopped
© Optons ind

BB Task History hei2

® Montor

8 CPUsage 0.00% of 8 CPUGS)

& Backup . Memory usage 0.00% (0.8 of 16.00 GiB)
@ Recication = et

TYUUILIU

[J Remove aguurauu

=~ [° o~ [+~ ]

o Migrate Console Mee @ Heo
Clone
Hod

@ Manage HA

5 Remove

Popup wdafinsivianeay VM fie 136 Tudasdmdenudinalu Remove

Confirm
VM 136 - Destroy
Please enter the ID to confirm (136)
[] Purge from job configurations

[] Destroy unreferenced disks owned by guest

Referenced disks will always be destroyed.

134

4.5) N15%11 Migrate VM

fon1stne VM an HCO! lUEsSn HC wils aghatiu Migrate VM 137 910 HCI 1 LUds HCI 2

Judiu lag adndl VM 137 udapdnuan doniy Migrate

X PRO MO < virtual Environment 7.2-3  Search

Server View

E® hcit
3 119 (Databases4)
G 129 (platform-171)
3 137 (Thesis-2258
G 138 (lifelong-
= [J External (hei Il Pause
S [INFS (hci1) & Hibemate
=[] PharmBackt ) Shutdown
S [ SAS (hcil) M Stop
S[/SSD (hci1) & Reboot
= (Jiso (hci1)
= (] local (hci1)
= (] local-lvm (he
Eb hi2

1 116 (APl-autc >— Console

<% Migrate
(] Clone
[ Convert to template

& Datacenter (BUUlibCluster) =

Virtual Machine 137 (Thesij

& Summary
>_ Console
= Hardware
& Cloud-Init
o

Options
Task History
@ Monitor
Backup
Replication
Snapshots
Firewall

Permissions
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ntuden HC 2 Wu Target node(Uanavns) udindndu Migrate

Migrate VM 137 ®
Source node hcit Target node hci2 |
Mode Online Node Memory usage CPU usage
[ hei2 245% 0.7% of 11...
| hei3 556 % 22% of 11...
" hei4 471% 0.5% of 11..
hci5 401 % 1.3% of 11...
hci 382 % 08%of11... |

£

I2UUALVU Task viewer N3 Migrate

-

Task viewer: VM 137 - Migrate (hci1 ---> hci2) ®

Status
Stop

2023-08-28 16:40:37 use dedicated network address for sending migration traffic (192.168.0.2)
2023-08-28 16:40:37 starting migration of VM 137 to node 'hci2’ (192.168.0.2)

2023-08-28 16:40:37 starting VM 137 on remote node 'hci2’

2023-08-28 16:40:39 start remote tunnel

2023-08-28 16:40:40 ssh tunnel ver 1

2023-08-28 16:40:40 starting online/live migration on unix:/run/qemu-server/137.migrate
2023-08-28 16:40:40 set migration capabilities

2023-08-28 16:40:40 migration downtime limit: 100 ms

2023-08-28 16:40:40 migration cachesize: 1.0 GiB

2023-08-28 16:40:40 set migration parameters

2023-08-28 16:40:40 start migrate command to unix:/run/qemu-server/137.migrate
2023-08-28 16:40:41 migration active, transferred 411.5 MiB of 8.0 GiB VM-state, 555.4 MiB/s
2023-08-28 16:40:42 migration active, transferred 938.2 MiB of 8.0 GiB VM-state, 596.2 MiB/s
2023-08-28 16:40:43 migration active, transferred 1.4 GiB of 8.0 GiB VM-state, 533.7 MiB/s
2023-08-28 16:40:44 migration active, transferred 1.9 GiB of 8.0 GiB VM-state, 531.3 MiB/s
2023-08-28 16:40:45 migration active, transferred 2.5 GiB of 8.0 GiB VM-state, 572.2 MiB/s
2023-08-28 16:40:46 migration active, transferred 3.0 GiB of 8.0 GiB VM-state, 970.9 MiB/s
2023-08-28 16:40:47 migration active, transferred 3.5 GiB of 8.0 GiB VM-state, 538.9 MiB/s
2023-08-28 16:40:48 migration active, transferred 4.1 GiB of 8.0 GiB VM-state, 529.2 MiB/s
2023-08-28 16:40:48 average migration speed: 1.0 GiB/s - downtime 127 ms

2023-08-28 16:40:48 migration status: completed

2023-08-28 16:40:51 migration finished successfully (duration 00:00:14)

TASK OK

TasansAnenisiiudneningudiyuinisnsamnamans szeei 3 19
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4.6) 134 Start VM
AFNYINN VM Mauniedne waanaly Start

Server View

Eo hci1
B hci2
Eo hci3
B hcid
E= hcis
3 100 (win)

3 120 (SO
G 123 (Loz
8 502 (oer
3 508 (infe
= [a) Externa
= (1] NFS (h¢
=[] PharmE
== 1] SAS (h¢

.

103 (liny,
106 (R M. o

3 107 (107 » Start

e

)x< PRO < MO < virtual Environment 7.2-3

Node "hci5’

== Datacenter (BUUIibClusi

Q, Search
& Summary
2 Notes

>_ Shell

&f System

rtificates

S

sts
Migrate |
Clone slog
Convert to template Bs
Console positories

00000 02

(O (O (M ()

gemu
gemu
gemu
gemu
gemu
gemu
gemu
gemu
storage
storage
storage

storage

scription

100 (win)

106 (Remote-165)

107 (IOT-160)

120 (SOLR-10.32.1.28)
123 (LoadBalance)
502 (oer)

508 (info)

103 (linux10)

External (hci5)

NFS (hci5)
PharmBackupServer (hci5)
SAS (hci5)

Wdon VM uumn1age 103 (linux10) > nawy Console finds OS Awaiaiseusas VM A

w3 oulgIuviud

X

Willkommen! Bienvenue! Welcome! Ao6po noxanoBaTb! Welkom!

Use UP, DOWN and ENTER k

0 select your lan

[ Help ]
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4.7) m'ifﬁgﬂ IP Address , Subnet , Gateway , DNS Tu VM
i1 2 n3al Ae Static IP Address fiu Dynamic IP Address (#29814 1@ Static IP Address)
IP Address = 10.32.1.211 (#as#a IP Address laigf)
Supnet = 255.255.255.0
Gate way = 10.32.1.1
DNS = 10.32.1.7

4.8) falyi VM viaugnlugld (Auto Start )
WNASIN Restart PROXMOX ( Reboot tA384 ) VM fiisnas1adusnluaiaglsl Auto Start wn
PROXMOX 356ali VM §u Auto Aig 188 VM yn1ed1e 103 (linux10) > ey Options

X PROXMO X virtua environment 7.2-3 scarch
Server View Virtual Machine 103 (linux10) on node "hcis'
&8 Datacenter (BUUlibClust & s =
" ummary dit Rev

b heit

b hei2 >— Console Name linux10

Eb heid 3 Hardware Start at boot No

g :cn: & Cloud-Init Start/Shutdown order order=any

ci
" i - |
3 100 (win) & Options 0OS Type le.xx 5 x - 2.6 Kernel
G 103 (linux10) Task History Dopt Order Scsl0, ide2. et
106 (Remote-165) (T Use tablet for pointer Yes
3 107 (I0T-160) ' Hotplug Disk, Network, USB
3 120 (SOLR-10.32 Backup ACPI support Yes
G 123 (LoadBalance 13 Replication KVM hardware virtualization Yes
g :2; ‘_oe'” 9 Snapshots Freeze CPU at startup No
(info) .
£ [ Extemal (hci5) © Firewall :::'0‘:3' t;me for RTC Default (Enabled for Windows)
E(INFS (hci5) o Permissions T at.e no.w
%D PharmBackupSer SMBIOS settings (type1) uuid=3af8d9cb-b06d-474d-8641-5590936baad0
1 SAS (hcis) QEMU Guest Agent Default (Disabled)
() SSD (hei5) Protection No
£ (Jiso (hci5) Spice Enhancements none
£ [Jlocal (hcis) VM State storage Automatic
Edit: Start at bo
art at b %]
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4.9) 53l VM usiazsty 3w Start Tuthenasaiy
Tumaneansdifiadns VM Hvaness uwdadeanisliung VM Sureu VM au 1wy 19 VM iy

Database ( Start ) fiaw VM #ilu Web Server 18ugu anunsafmvualéinagdy VM usagsa Auto Start

- &4l Start Aoy - widdld

- &4l Start dwFeisale

- &4l shutdown VM dweidale
lpgidon VM Luun1agng 103 (linux10) > nawly Options > AGN dendl Start/Shutdown order
wianadu Edit (Auuw)

Edit: Start/Shutdown order

Start/Shutdown 6

orde
Startup delay 40

Shutdown timeout 20 ‘
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£74
5) A151997U ICC Bodycam Management
dldanunsadmimumiiniuled iccdoh.goth waihmsidhdssuuliiseuses
%agﬁ%’ : admin_icc_app
IHAHIU : password.

NTUNNKAN
sEuuUyyInIsARd

Single Command Center
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Ailan1sUnzesneuazauasTuy

Wevihnsidgszuundlszuanvin Dashboard vesniiwiules 1lu#l Dashboard syuy

ANANUNITVINI UV DILANAUNT

Icc 4
X Q Aumrdioya sruuToyamIaUIMAIANBNIIUINT duwidugs v
Incident Command Center

Davusanu oy

Dashboard S$UURANILNISYINATUYBRIMTIN duiiasdl 3 9anan 9

- UanINaad Body Cam fasituiinuganias Wuilsiduiiveszygaitgunsaled

icc
Incident Command Center

d

GoifonmsiAavea

Soynmuvn CCTV , Drone . Bodycom

@ #M0UNAOY CCTV TwRiovNy Gon (Recitims)

woursfirhAaBms nSomol 24 lvs fno
owxfi0loyn 7 3u fvo
@ wmovchunus Drone fidusno [RRRSI/EmGE

Soyn incident oMy
9 mmovoyn MUk Incdent MGMSNIAGBOS 91 Drone

. OsBounQIBuTIN HOMS
Q #0vBoun incident 910 S Jorve
@ wovofasiutuboluduisoutsinaing L 24 i fao
© movoynirarioduinmuiy

Soyndhrbu susinnahiudousserafiuh
1 wovwsonadviy
) wmovoynuSincuhiudou o

Boynoym in: Ly
© movdoyn AMIENIY (Weather saion )
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- szuvdeansuuuviuwanisel (Amthil) auluiliduiianansagain Stem anaind

Body Cam 14aA9vIanun 30 tAT89 a@u15avfeAdud icon pssuaNTIveIMiIUlYd

icc v W
@ Incident Command Center Wonmmlumpurnalins S douls ussigenm

@ icc Dashboard svuvARmum eI
Incident Command Center emsmlumunaihse T doudfe uaslwims
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- syuudearsuuuriumanisal ¢quasezuu) zidudiuiiiieudv ICC Bodycam

= o

Management Lilaidionilanduil agvinisiSen ICC Bodycam Management Jusniatingszuulag

DRLUIIRA

1 2 3

Monitoring Center Event Center Access Management

-1

Parking Lot Intelligent Analysis Maintenance Center
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AMENUR

1. Tab

- UARTRURIUTIUTIINATIQNITA

2. Applications

- FLEARNNIS U NNSIANISANTHIDE NSIATIEND

[y

AIUANIATN

30Y WAYNIS

3. System
Settings

- Uanselndesdyeaniou
- uAATIRUNTHILHOU AAnleAauLTialUN Event Center Liag)

ToAINNUYBITEUY LU Tayavedaunsalgnuiluvsegnay

- Jayalld: mAnleneu ntuAnaIaNdsEUUTAUlARY

mMsaaniiniey P vesszuy Whsusianw Sonlaaeus wavesn
NTLUY

a A 1

s A A v &
o ARNNBDEY IP ﬂaﬂLLWﬁmW@iNLW@IU‘V]WUWLUU

Y

a

o AANWABUTTEN UL DA USRI LY
o AANNgIRULBgTRYAIBITY

q, Overview

- wugunsalsiuisesilatvazeoulal
- numgNsaianlesun1sUsTIaRawaE AL IUNNS
- wnsevngleateud N1slEIu CPU uaz RAM

5. Management

Alnaninte

As1edeun LAz ITlel UL

Msderndnsuiale auulden Fnlenead duanaiieu Ay
Uansiy wagluan

AuazdANsUUIN

USUuAIFds HTTP s dvdusieasiden
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(1) HeAtunspsltvas ICC Bodycam Management
Monitoring canter fig flaiduiauI5n g Stem doans Wnoau iU Body cam 1 wag
838111508319 Gorp Talk /Wrudaienguills wuiu

Overview

@ ’

Event Center Access Management

Parking Lot Intelligent Analysis Maintenance Center

Monitoring Aga313aL38n9 Stem @n 210 Body cam L4 30 in3eamilouriulunti
SEUUARANTLULTIUIMANTA! (Wi uafidnsanniuled Ae azdanunsadeansiu Body cam 1ol
Tsnsslaglaifeaesii Group Talk (Hguaszuu)

~ Resources
& Monitoring
Channel CAM 1 s offline Channel CAM 1 s offline c offline Channel CAM 1 is offline Channel CAM 1 s offline
Channel CAM 1.is offline Channel CAM 1 s offline Channel CAM 1 is o CAM 1 s offline Channel CAM 1 i
Channel CAM 1 s offline Channel CAM 1. s offline hannel CAM 1 s offline hannel CAM 1. s offline Channel CAM 1 s offline

Channel CAM 1 is offline ine Channel CAM 1 is offline Channel CAM 1 is offline Channel CAM 1 is offlin

Channel CAM 1 s offline Channel CAM 1 is offline Ch: offline Channel CAM 1 s offline Channel CAM 1 is offlin

Channel CAM 1 is offline Channel CAM 1 is offline Channel CAM 1 is offline Channel CAM 1 is offline Channel CAM 1 is offline
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Ailan1sUnzesneuazauasTuy
S = § o A
dWendu Group Talk %1

Map tuilsidusengaunsal Hesuladianunld uazds

aunsnasanguliniu Body cam itelvianunsadenansiule

n Clear 2 Box v

[® Rectangle

¥ sateliteMap ¥ ShowDevice v < VisualArea I itial Angle
T B} ]
13.82221465,100.60636942

€ Vector Map
A Hide Device Name:

PHRA NAKHON
SIAYUTTHAYA™

%4 vap
v %4 Main Map A
(o)

I Vector Map
- = - 22

) (PATHUM THANI

NAKHON

__PATHOM ] &
o NONTHABURI e |
| Uy o 4 4
L—\ Nonthaburi/~(
muu,vmg,as,\ p e
.. wuny3’ T
USRI ki l
& 65 T )
o

Bafigkok
NN 0
\ - )
! a er! ET] =]
Zes n
o~ g - |
5 = )
e 5] 10km
= Py A
& ANABURI A
&l - BHNGROK
[\

Group Talk #eguas1angun15d0a15581379 Body cam fiu Body cam f38fiu @11150@374

lesensnaiiy PTT veiiiases ﬂ

€< Vector Map

v %% Main Map

I\ Vector Map

29
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[

1) 1958579 Group Talk fTunauRsil

a

Womdnflendu Gorp Talk azuans POP UP nitsinan1sasnsduun iviniseaandy
+ Add Gorp Talk

Group Talk

Group B Default Group

& Press and Hold to Talk(F2)

+ Add Group Talk
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Ailan1TUNTesN¥ILAZALATIUY

lowdnguiieing + Add Group Talk sglufe
1. a$19%0nqu Group Talk Name

2. 1@9n Body cam #9903

3. Adn OK oas1s Group

Select User Selected (2)

User Name User Type

v HAEES mpt031 MPT User

sakdawut.ph
i mpt032 MPT User
zumo-tc

mpt024

mpt023

mpt020

mpt019

mpt025

mpt021

——tnnn

maunsainieonazanunsaagland 1 nauvintuy

]

Ll
\ @
<
=
> Group Talk
)
=
Group
B 1CC(1/2)
at Sawan

Operation

e
e

Hoasuasa ety Gorp Talk asuana Group Nas1auay saunsaifieglu Group 1 9
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2) 35wy Device wag User

Tilu#t Configuration - waginut1uveve

Access Management

Monitoring Center Event Center

Parking Lot Intelligent Analysis Maintenance Center

\d@en Basic Config
- nytlauiiivgunsalliden Device v ntlasiugldaulmaen User

B Basic Config

Video Intercom

Visitor
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[%
1Y

3) YUNDUNITENY Device
71MN15L80N Device ALaNINLB19N15 Add Device

rrent Site

&2 Add Device

+ Add [« import [ Export

) Bar B

1P Address 4

Tl +Add 1l @viinn5ifia Device Afaen13a$15l5AU Body cam lneiindeya

Login Information

- Add Mode = Auto Registration

- Access Protocol = Dahua

- Device Category = Encoder

- Registration ID = ﬁgﬁ%aqﬂﬂiiﬁ

- Username = admin

- Password = Admin001

- Organization = \denngugunsal

~ Server = mufug udana Next Step titelufiumaudaly

& Add Device
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&2 Add Device

B o

€ Add Device

Device Information

Lﬂu%’a;ﬂa Device Information

Device name
Manufacturer
Device Type

Device Model
Video Channel
Alam Input Channel

2
Device Information
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[%
1Y

4) Fupeumsiiid User Basic Info (Toyaiiugiu)

- Username : %a;ﬂﬁﬁ

- Password : AN

- Confirm Password Budusianu
- Name : Fosvygunsal

Weansendeyatnerunay Wivinn1s wWUa MPT User waaviin1sUaflandudu q Nvun

< Add User
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5) Permissions (Av3)

[
%

Wumsdanmsuseinnues wagd@ndves User dwilanvniduwes Body Cam aglw@ns Client

= & AddUser

A r

o User Management

Bind MA Administrator

Client
¥ Permi

webservice
i

Device Permissions Control Permissions Menu Permissions
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6) LATDIABNNIADTULUUILTEUUANGUYYINTT ATUNIMAN

v

AMN52U (Overview)

S COCO AR

WatchGuard Firebox M370 [Firewall]
IP:10.10.1.240

= [
Switch L3 Switch L2 Manage (ldrac)
1P:10.10.1.241 1P:10.10.1.242

Dell R650 (Data Lake BI)
IP: 10.10.1.11 Idrac 10.10.1.51

VM DL-BI (Win)
IP:10.10.1111

Dell R650 (Database)
IP: 10.10.1.12 Idrac 10.10.1.52

DB-Database (Ubuntu)
1P:10.10.1121

DB-Data-Ingest (Ubuntu)
IP:10.10.1122

DB-BCDataLake (Ubuntu)
1P:10.10.1123

Dell R650 (Streaming)
IP: 10.10.1.13 Idrac 10.10.1.53

W _ STR-Wowza (Win)
1P:10.10.1.131

STR-Shinobi (Ubuntu)
1P:10.10.1132

Dell R650 (Web)
|P: 10.10.1.14 Idrac 10.10.1.54

VM| __ Web-Webapp-P1 (Ubuntu)
IP: 10.10.1.141

|__ Web-Drone-Web-Server
(Ubuntu) IP: 10.10.1.142

Dell R650 (Body Camera)
IP: 10.10.1.15 Idrac 10.10.1.55

VM DSS-DSS-Pro (Win)
IP:10.10.1.151

Dell R650 (Databus and Gateway)
IP: 10.10.1.16 Idrac 10.10.1.56

DBG-Load-Balancer-Server
(Ubuntu) IP: 10.10.1.161

DBG_Drone_API Server
(Ubuntu) IP: 10.10.1.162
DBG-Risk-Alert (Ubuntu)
1P:10.10.1.163
DBG-Detour-Route (Ubuntu)
IP: 10101164

DBG-Drone-Database-Server
(Ubuntu) IP: 10.10.1.165

Dell R750 (Algorithm)
1P: 10.10.1.17 Idrac 10.10.1.57

ALG-Drone-ProcessServer
(Ubuntu) IP: 10101171

Dell R450 (SSO1)
IP: 10.10.118 Idrac 10.10.1.58

SSO1-keycloak (Ubuntu)
1P:10.10.1181

SSO1-keycloak-service
(Ubuntu) IP: 10.10.1.182

Dell R450 (SS02)
IP: 10.10.1.19 Idrac 10.10.1.59

VM $S02-VPN (Ubuntu)
IP:10.10.1.191
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M15197 1 s18n1sgunsalininedadlulasenig

fdui 578n159Unsal Serial Number
1. Dell PowerEdge R650 19N8L94
2. Dell PowerEdge R650 B8N8L94
3. Dell PowerEdge R650 49N8L94
a. Dell PowerEdge R650 99N8L94
5. Dell PowerEdge R650 89N8L94
6. Dell PowerEdge R650 9CP8L94
7. Dell PowerEdge R750 39N8L94
8. Dell PowerEdge R450 59N8L94
9. Dell PowerEdge R450 69N8L94
10. WatchGuardFirewall 801307F18-32AE
11. Cisco L3 Switch (1) FDO1536K1SG
12. Cisco L3 Switch (2) FDO1536P1WY
AN979i 2 nseanuULINATEIUAT Rl TulaTenng
WEED FoiATosusivne AN95UNY IP Address
DLG  |Data Lake Bl Gateway swsdeya Lieldiu Power B 10.10.1.11
DB |Database Futayananluszuy ICC 10.10.1.12
STR  |Streaming AARISEULIUAY Streaming 10.10.1.13
WEB  |d13u System Web Aama ICC App 520wt 1-3 10.10.1.14
DSS  |Body Camera FusuiiunmuazInle 10.10.1.15
DBG Databus and Gateway gusuldidu Service Gateway 10.10.1.16
ALG Algorithm MTAATIERLATUTZUIANAN N 10.10.1.17
ssO1 |5501 Anda Keycloak Prod 10.10.1.18
SSO2  |SS02 fiama Keycloak Twunmageu uaz Ovpn | 10.10.1.19
WG |WatchGuardFirewall Firewall fuszwine DOH ffu ICC 10.10.1.240
L3SW1 |Cisco L3 Switch (1) dmsu Switch L3 10.10.1.241
L3SW2 |Cisco L3 Switch (2) Switch Manage 10.10.1.242
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IP:10.10.1.240
IP:10.10.1.241

IP:10.10.1.242

IP: 10.10.1.11
IP:10.10.112
IP: 10.10.113
IP:10.10.1.14
IP: 10.10.1.15
IP: 10.10.1.16

IP: 10.10.1.17

:10.10.1.18
:10.10.1.19

Network

: (WS cr e ;
irebox M370 2

S : Firewall P1 S : Firewall P2
D : Internet Uplink D : Switch L3 P1

5U# 2 n1sivium port vas Firewall
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Switch L3

S : Switch L3 P3
D:DL P1

S : Switch L3 P7
D :DSS P1

S : Switch L3 P11
D :SS02 P1

S : Switch L3 P1
D : Firewall P2

S : Switch L3 P5
D:STRP1

S : Switch L3 P9
D:ALG P1

S : Switch L3 P2
D : Switch Manage P1

S : Switch L3 P6
D: WEB P1

S : Switch L3 P10
D : SSO1P1

S : Switch L3 P4
D : DB P1

S : Switch L3 P8
D : DBG P1

gﬂﬁ 3 ASAYUA port Y8 Switch L3

S : Switch Manage P3
D :DL P IDRAC

S : Switch Manage P7
D : DSS P IDRAC

S : Switch Manage P11
D :SSO2 P IDRAC

S : Switch Manage P1
D : Switch L3 P2

S : Switch Manage P5
D: STR P IDRAC

S : Switch Manage P9
D : ALG P IDRAC

S : Switch Manage P6
D : WEB P IDRAC

S : Switch Manage P10
D : SSO1P IDRAC

S : Switch Manage P4
D : DB P IDRAC

S : Switch Manage P8
D : DBG P IDRAC

Ul 4 nsimiun port ve4 Switch Manage
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S:DLP1
D : Switch L3 P3

S:DL PIDRAC
D : Switch Manage P3

gﬂﬁ 5 A13A1MUA port Yae Data Lake Bl Gateway

S:DBP1
D : Switch L3 P4

S:DB P IDRAC
D : Switch Manage P4

35U 6 N13AmuA port Y849 Database

S:STRP1
D : Switch L3 P5

S:STRPIDRAC
D : Switch Manage P5

5U 7 n1simium port Y89 Streaming

S:WEBP1
D : Switch L3 P6

S : WEB P IDRAC
D : Switch Manage P6

5Ul 8 m3fmiun port a4 System Web
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S :DSS P1
D : Switch L3 P7

S :DSS P IDRAC
D : Switch Manage P7

3UN 9 n1sivum port ¥a9 Body Camera

S :DBG P1
D : Switch L3 P8

S :DBG P IDRAC
D : Switch Manage P8

gﬂﬁ 10 N1SA%UA port V4 Databus Gateway

S:ALG P1
D : Switch L3 P9

S:ALG P IDRAC
D : Switch Manage P9

sUfl 11 nsfmun port ¥as Algorithm

S:SSO1P1

D : Switch L3 P10

S :SSO1PIDRAC

D : Switch Manage P10

Uil 12 nsfimun port w84 SSO (1)
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Ailan1sUnzesneuazauasTuy uni 1 nMstgedhwssuy

S:SS02 P1 S:SS02 P IDRAC
D : Switch L3 P11 D : Switch Manage P11

Uil 13 nsfimun port ¥84 SSO (2)
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S18aLIEALASDIADNNILADSLUELATEIN 1

\wSaauaivne : Data Lake Bl Gateway IP Address : 10.10.1.11
1) Brand Name Dell PowerEdge R650
2) CPU Speed : 2.4 GHz Type : Intel Xeon Gold
3) RAM : 97u3u 2 3 594 32 GB Size : 16 GB/Pcs
4) HDD : 97U2U 6 WU1E 521 9.68 TB RAID Type : 0,1,5
5) LAN : 971U 1 ndae Speed : 10 GB Base-T
6) Mouse [ Yes M No
7) Key Board L] ves M No
8) Monitor [ Yes M No

VUGG : LATOIABNNUABTUNYIUUUT 2 LT SSD YwmAIug 1.92 TB 91w 4 e

S18aLIEALASDIABNNILADSHUABLATEIN 2

\A399usiY1e : Database IP Address : 10.10.1.12
1) Brand Name Dell PowerEdge R650
2) CPU Speed : 2.4 GHz Type : Intel Xeon Gold
3) RAM : 97u3U 2 a8 594 32 GB Size : 16 GB/Pcs
4) HDD : 97U 6 WU1E 521 9.68 TB RAID Type : 0,1,5
5) LAN : 971U 1 ndae Speed : 10 GB Base-T
6) Mouse [ Yes M No
7) Key Board L] ves M No
8) Monitor [ ves M No

VUGN : LATDINBNNUABTUUIYIBUUUT 2 L SSD YuAAINY 1.92 TB 913w 4 v
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S18aLI8ALASDIABNNILADSLAUUILLATDIN 3

1AL : Streaming IP Address : 10.10.1.13
1) Brand Name Dell PowerEdge R650
2) CPU Speed : 2.4 GHz Type : Intel Xeon Gold
3) RAM : 91W7u 8 %2y 724 256 GB Size : 32 GB/Pcs
4) HDD : 97u2u 3 iy 591 6 TB RAID Type : 0,1,5
5) LAN : 971U 1 ndae Speed : 10 GB Base-T
6) Mouse [ Yes M No
7) Key Board L] ves M No
8) Monitor O ves M No

VUGN : LATDIABUNUADTUUYVIBUUUT 2 Ll RAM UU19AI13] 32GB 313U 7 vt

S18aLD8ALASDIABNNILADSLAUUELASDIN 4

\AS0auaiYne : System Web IP Address : 10.10.1.14
1) Brand Name Dell PowerEdge R650
2) CPU Speed : 2.4 GHz Type : Intel Xeon Gold
3) RAM : 97u3U 2 a8 594 32 GB Size : 16 GB/Pcs
4) HDD : 97U2U 3 wU1E 591 6 TB RAID Type : 0,1,5
5) LAN : 971U 1 ndae Speed : 10 GB Base-T
6) Mouse [ Yes M No
7) Key Board L] ves M No
8) Monitor [ ves M No

VUGN : LATDINBUNUABTUUIYVIBUUUN 2 Ll RAM U193 32GB 31U 7 vt
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uni 1 nstgeshwssuy

S18aLI8ALASDIABNNILADSLUUILLASDIN 5

LA3D4L4IU1Y : Body Camera

IP Address : 10.10.1.15

—_

) Brand Name Dell PowerEdge R650
) CPU Speed : 2.4 GHz

) RAM : 9717U 2 %y 593 32 GB

) HDD : 47U 6 %y 591 9.68 TB
)

)

)

)

2 W N

LAN : 979734 1 %198

N U

Mouse

~

Key Board

oo

Monitor

Type : Intel Xeon Gold
Size : 16 GB/Pcs

RAID Type : 0,1,5
Speed : 10 GB Base-T

[ ves M No
O ves M No
L ves M No

NUBLAA © LATOIABNNUABTUUYIBUUUT 2 LY SSD Yu1AAI MY 1.92 TB 911U 4 milie

S18aLIEALASDIADNNILADSHUULLATEIN 6

LA3D9LAIY® : Databus and Gateway

IP Address : 10.10.1.16

—_

) Brand Name Dell PowerEdge R650
) CPU Speed : 2.4 GHz

) RAM : 971U 8 %1iae 59U 256 GB

) HDD : 47U2U 3 %Y 991 6 TB

) LAN : 971U 1 vy
)

)

)

N OO A W N

Mouse

~

Key Board

oo

Monitor

Type : Intel Xeon Gold
Size : 32 GB/Pcs

RAID Type : 0,1,5
Speed : 10 GB Base-T

L ves M No
O ves M No
[ ves M No

VUGN : LATDIABNTUADTUUYVIBUUUT 2 Ll RAM U11AAI3Y 32GB 31U 7 vt
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S18aLI8ALASDIABNNILADSLAUUILLASDIN 7

\wSaauaivne : Algorithm IP Address : 10.10.1.17
1) Brand Name Dell PowerEdge R750
2) CPU Speed : 2.4 GHz Type : Intel Xeon Gold
3) RAM : 91U3U 2 %18 593 128 GB Size : 16 GB/Pcs
4) HDD : 97U2U 3 wU1E 591 6 TB RAID Type : 0,1,5
5) LAN : 971U 1 ndae Speed : 10 GB Base-T
6) GPU : 97U 2 vty 993 24 GB Size : 12 GB/Pcs
7) Mouse [ Yes M No
8) Key Board [ ves M No
9) Monitor [ Yes M No
NUBLNG

S18aLI8ALASDIABNNILADSLAUUILLASDIN 8

\ASaausivne : SSO1 IP Address : 10.10.1.18
1) Brand Name Dell PowerEdge R450
2) CPU Speed : 2.2 GHz Type : Intel Xeon Silver
3) RAM : 97u3u 1 w3 594 16 GB Size : 16 GB/Pcs
4) HDD: 9117 1 ¥ide 591 1 TB RAID Type : 0,1,5
5) LAN : 971U 1 ndae Speed : 10 GB Base-T
6) Mouse [ Yes M No
7) Key Board L] ves M No
8) Monitor L] ves M No
NUBNR
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uni 1 nstgeshwssuy

S18aLIEALASDIADNNILADSHAUUELATEIN 9

\ASeasivnY : SSO2 IP Address : 10.10.1.19
1) Brand Name Dell PowerEdge R450
2) CPU Speed : 2.2 GHz Type : Intel Xeon Silver
3) RAM : 37u3u 1 Iy 591 16 GB Size : 16 GB/Pcs
4) HDD : 97U 1 wiule 51 1 TB RAID Type : 0,1,5
5) LAN : 971U 1 ndae Speed : 10 GB Base-T
6) Mouse [ Yes ﬁ No
7) Key Board L] ves M No
8) Monitor [ Yes M No
NGNS :

s18az19unaUnNSalaue

qﬂnmi : Firewall

IP Address : 10.10.1.240

?iﬁa : WatchGuard

SUELATEY : 801307F18-32AF

34 : M370

aunsal : L3 Switch (1)

IP Address : 10.10.1.241

fiva : CISCO

S¥ELAaY : FDO1536K1SG

U : C3560X-24TS-

gunsal : L3 Switch (2)

IP Address : 10.10.1.242

five : CISCO

S¥ELATEY : FDO1536P1WY

3U : C3560X-24TS-

TasansAnenisiiudnaningudiyuinisnsamnamans szeei 3

48




Allan1sUngeineuazguaszuy

unil 1 nsdngeineszuy

A15197 3 WEN9518N15 port NlASUIRETTIUSZUU ICC

N  98UUNU Source IP Service Destination Service Applicatio
o. Address Source IP Address Destination n
Port Port
103.215.233. 172.16.211.6

11]1CC 166 80 1 80 | http
2 | ICC 443 443 | https
3| ICC 8899 8899
4 | 1CC 3306 3306
5| 1CC 27017 27017
6 | ICC 2210-2219 2210-2219
7 | DSS Server 3389 3389
8 | MQ-mqgtt 1883 1883 | MQ-mqtt

MQ- MQ-
9 | openwire 61616 61616 | openwire
1
0 | RTSP 9100 9100 | RTSP
1| RTSP over RTSP  over
1] TLS 9102 9102 | TLS
1
2 | RTSP 9320 9320 | RTSP
1| RTSP over RTSP  over
3| TLS 9300 9300 | TLS
1 40000-
4 | RTP 50000 40000-50000 | RTP

SIP SIP
1 | Registratio Registratio
5In 5080 5080 | n
1
6 | UDP 2000-30000 2000-30000 | UDP
1
7| TCP 9005 9005 | TCP
1
8 | TCP 9500 9500 | TCP
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unil 1 nsdngeineszuy

N

ICUUNIU

Source IP Service
Address Source
Port

Destination Service
IP Address Destination
Port

Applicatio

n

1

9| TCP 9399 9399 | TCP
2

0 | UDP 5084 5084 | UDP
2 30000-

1] UDP 30240 30000-30240 | UDP
2 | Video

2 | Stream 8088 8088 | http
2

3 | Open VPN 1194 1194

2

4 | TCCNX 2208 2208

2

5 | Detour 8000 8000

2 | Drone

6 | Web 8089 8089

2

7 | Drone API 8443 8443

2

8 | Drone DB 5432 5432

2

9 | Drone ALG 2209 2209
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Ailan1TUNTesN¥ILAZALATIUY unil 2 UKUNSUN5SNEN

uni 2
WHUNT5UTF9N

\/ . .

*  szuugandwauazlusunsudszand (System and application Software)
\/

**  szuug1udaya (Database)

"’ o = -1 1
o ITUUAIBIADUNILADILLAUTY

1) 'iz‘UUSUEJ‘V\IﬁLL'J'%LLaﬂ‘lJ’iLLnSQJUSZEgnﬁ (System and application Software)

1.1) msdsesteya

Tumsthssinwszuuausunuy dshiiunusguuniosaeuiinmesistneuuuaans (Cloud
Server) wiamsthgadnwszuueenidu 2 dau ldun tigesnuiszuuiniosmesfiunedusivienuy
Aa11A (Cloud Server) wagUn3asnwiaduvesganswisszuuqud Uyyv1n1sivnnisal (Web
Application) Sseazidonsail

1.2) mad1geinunszuuesesaeufiamesiaivisuuuaans (Cloud Server)

dwfusruu Cloud fildauariiunisnisyh Snapshot Sadiuuinmsfasifivanuzvesszuuly
nanfiruueld waranunsadouanurresszuunduNIueiivih Snapshot ldileszuuinileym
AduABnsuilafiglsiuing Cloud Taelwszuuiianuaenfgeiu

1.3) m3thgednwdiuvesgeninafsyuuaudvayinismanisal (Web Application)

wiluvoulnanusuRnveulumsquadiuse Wi SszuUgUE T Ime el My Web
Application Aasfinissndunisdisesdeyaludiuves Application g 9 sgaasinase A
Uaondglunislénussuuiunniu lasnisdisesdeya Application masvimn q 1 ey

1.4) MINAFBUNAUITZUY

ilesanszuvauvesszuUgUTarINMBAnsal wimsvhaueenidudiu Jausiar Module
2Y1URENEIUDBNIINAUBENTALAU K ALATEUUIINITNARBUNIINAUTEUU Application 19 9
og1saane TnovaasunsiAusTULLUULENELURAT Module WEIMAABUNTIITUIUULENEIY
wiolvishilalédn Application #ivansdrsestidu svausaungAuszuunaunyhaulmdudndle
Tnssvevnamoamsnadeunsiaussuumsinmahtay 1 e
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2) ssuugudaya (Database)

2.1) msdseadeya : dmsudeyalugnudeyavessuu uieendu 2 druman laun

- deyafiinndoulosanuduiug (SQU) imsasuulasteyaties 1Wu doyansia
VNNVAN ABUAIUAN F1TNNNYAI UYNNNVAN UAZVIANNNAN

- feyaihifianuduiusseninediu (NosQL) fnnsluadsudeyaluviinasnn wagdosd
n1sindeyaNuanIng WU Teyaduidn uazdeyagUiivg Yoyaunua1y INanYMe
To3av19A UsTUUANG Uy u1n156ma N5 aliin153UINTEUUAN9Y WIUA199IT data
ingestion dunaumsthioyaiu (Raw data) :nunasineqiinmn dsenadeddimalulad
fumnenafudmiuumastoyaannmatevia

lun1sdrsestayatazywdunisdrsesteyatugrudundn drudeyaiiiiunldlunis
Uszananauuagyihnisdseslaemmvuauleuiglidisestoyaiiieaundiuyintgu

2.2) Mmanadgeunsifudeya : \Wunsihdeyaiilddisedd umeaesdnddduszuudisen e
neaesitayaminisarsedtiluanusatandaulsegsauysel Inenisageunsgaudeayanisi
agnteeUay 1 AT

2.3) m3audeyaililldldanmuesnanszuy : ilosanmswannszuugudtysnisms sl
Tuszegdt 2 1Wumahaududeyauimnammena Tumsiaunssuuinsaamnhofudoyatansm
(Temporary Data) ¥iibinisiiudeyasinanannsulszdnsnmuesssuugiudoya Tun1sungesnw
sruvismsiimsauteyadinsnuazdeyailalildnusen Fsmsduiumsfainanannsaimn 9
duam

3) STUULASDIABUNILADINUUIY (On Premise)

MTARTEinaLYsauessEUULAS ssRenTame st TdeUssAvsamlnesnveesE U
Unfudrfinnsandeyannvatedu dednsndruieitesiu nireusznananans niieaud
Frasm fuiiiutoyadld wasdnsnsdeloudeya iWetwronistisednu Ssmuanusifiugn
TnefseazBuasil

- msldumheussinananalaoindglimniudesas 80
- wheanuddiasm (Memory) Aildaulneinds liamsiiudesay 80

[
=1

- fuiiudeuaiild (Storage) dmsusruuiniosmeuitumasiavie linsiiudesay 80
- uiiiudeyaild (Storage) dmsuiasesgiutoya waziiugunm liaisiiuiesas 95

[ |

- dnsnisaneloudeya (Bandwidth) Mldeu limsiiuseuas 80
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A13199 4 A28 UUNBSUEATUNN5AIN19IUYBITEUU (System Health)

a b = o w = i = &5
ﬂ']"EL"EEIﬂ.hﬂTUL@]a'UWLEﬁ'} L ﬂ“.ﬁ\‘i TULFREUU
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Ailan1sUingeinwuazauasEUY unil 3 unun1stauuaNuilysEUY

UNN 3
LHNUNTSYDULULALVTEUU

**  nszudunssuRai bty
¢ Usznnuazlisnuvasuanisalleym

¢ BnsuilumanisaliUaediu

1) nszuraun1ssuLIBaniluleym

i swpotom | e pamnsser |

[

Teabidon
eapden |

Uagwn

|
i
ﬁ & ufilaieyw
MuRsden
:

o

i"lqim

E o
& FUAITBALLELR

------ Yes X No : vasloywn

Y h 4

"""""" "E------—-—--........___, & udalapn &, ddi 3 L
wisdoya g s ATIVADY i :

Ty

=

swagdun TARBuR
nsily nsufly

SUN 14 YunaunszulIun1siuizasioaseu

g’ lﬁl £ 1 4 a 1 1 dl o
Yumaud 1 Jldnuundsgazdeadymriiudemiaiimun
YuUABUN 2 LI IMIINUTEAIUNUATIEDURAETI8NUTYMINIUTOUNI VBTN UL N0
Ay o a = 1% o a LA ' o a a v
nsaflalanunsasiunisvseaunlumnnsallaleaaniunmsdasesisludeiiunentiulitowiley
Yupaun 3 NuwaniusuisesiondmtnNussaunuionniunisuiludynimanisali
Juluausaudiivausiely
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2) Uszinnuazilenuvasuanisallem

nstemdeniludgymazaniiunisuuuszezlng (Remote Assistance) Tudunaziianniinasly

Nuszuy leeidsnuladavidennaslunisliuimsiny uazauassuy (Service Level Agreement
1 SLA) fiadl

M15197 5 annan1sliuinnsineuazauaszuu (Service Level Agreement : SLA)

aeu sunsumsaniunmsidlessuutadas LIAIARTUNIT
1| Sundynutgmszuudntoaun1anune SUMVITUNTUY 2969819110 715UNA
walnsinviveadmihisuudslem n13MauUNau(Response Time)
uazHuuweunaatulall (Line) UontIa11m75 wiseenlu 4 Usslan
Wiedeuauseandenviosagng it
n199N15v09U YN (1) 1sssuuazdrfny nelu 60 - 120
W nasnlasunds
(2) seunagladny nelu 2 - 4
Flue ndanlasuuds
(3) hiseruuazddny nelu 24 Falus
a9 lAS UL
(@) Tsemuunazluddy negluna
MnsUnAdaly 1eanlasunas
2 | asnaevamvgmsiinlayym wazdsaidiy | anllunisnigly 30 U1 neen1sTunds
FEAUANULTIAIULAZEAY DTy
3 | Tnnginansznuvesleymn andunisnielu 30 wil wien1elu 60 Wi
wazUsziunainsunlatam NAINITTULAY
4 | wdstayaunyindnslvmsiuis Anfiunsnigly 60 w1 wienely 90 w1
o Uymiliniu NAINITTULTY WATANAUNLINITUA LY
o awvmnstiindaym Jaymnn 9 30 ui Fausisusnidunisudle
e nansznuvasleym qumsuiluasadiy
o wnmsunladgm
o szzhaiidufunsudlulneuszan
o mmAuninsuAlalgym
(nsalldszeziiauilaninnin 30 uai)
5 | andlunsuileteym nelu 60 W1l %38 120 WITNIRAINITTULAS
nanunIelvoIle
ns@Andedndosiosifussuusedoyadt | anelu 60 wril 3o 240 wriindsnnsiuuds
Backup 11 reaunsalvealym
6 | wdwanisuilszuutaveanainisuile Fuiisdunisudluasa
@3N
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a0y Junsunisidiunisdleszuutades nawiiung
7 | dUmnszuvduily NS NANITUA Lo 31919 nTenelu
VIl UmaduwA lusunsel

3) Bnsuilumanisaliiasdiu

desnszuuguitymmamamanl Wussuuiifimarinlflassadisfiugiuuu Cloud Faasd
Jiinmsazidudquadiuvennies VM wazszuuieietne diiivinwndugguasyuvazliuinig
auaanzludiussuuaud Uaynisimnnisal (Web Application) dledataymlussuu Sedesins
mfmaauﬂfgwrjwmmmaq{jﬁgmLﬁmﬁuiudaumaqiﬂiaa%f’mﬁugww%aLﬁmsﬁua’miwu Fumoulums
Widemidestuvessruu Slduneusil

1. esaevavveslym 1nensadeuanIuen1TNIIUYeIIEUUIINILUY Monitoring 7
TaRna el ans19@0UNITYINIIUVRITLUU TId1U150M5IdaUANURAUNRLusEUUls
vae 9 99 welunsalnldlgszuu monitoring AENLNTANAGDUAITYINIUVDITEULTIAY
dIumall

e yaaauANUnsoulTIUVRITTUULAS U8V Cloud 1aen1SANTILAULNAYDY
= vy & Y a Qq' I - o

seUU M3 antnIumaves 1uinns Cloud Moy lu Datacenter Logafiu
puaRULienadauINsEuULAse1ensauldunrsall Tnevnldanunsaantn

& v = a X A A v Y a Yo a
L’J‘UL‘WQI@ Qgﬁmqﬁﬂﬂﬂﬁy}WWLﬂﬂﬂuwsg‘U‘ULﬂi@sﬂqﬂ aqmqﬁﬂLLzﬂﬂﬂmWUiﬂq{LWWUW

o Tlunsdifiaunsallamii Static Page 9839Un30] Proxy wastUnninIumaves
Jl¥U3n15 Cloud fieglu Datacenter ienfuls usiliiansnsademtiuinaves
szuuAUETINsld 0191inann 2 avnAeiigunsal Proxy viefiledesusing
Y95TUU NMIATIVEBULT a5y saunsavinlalagldlusunss Remote
Desktop tienaastdldiumdotudtisundndandniumnavesseuuunLes os
wiive fannsavinuld Aanunsaseylaingunsal Proxy inauiinunf

2. lunsaidudlgmiuszuuiaietie vife VM vu Cloud TiRnseidmihivesdfliuins

1%
v A

3. Tunsafdulamin Application nsivasunsviaufisiius sl
® [519ARUNITIUIDITEUU launaasdldn Web Application a1na1eluszuu
\wevevesiruing dansnsaldauldliingisaoudndu q se winliamise

Wald Tinsiaaeunsvinenuses web server 1vhuduuniviely
®  NTIVADUNMTVINIUYBITLUUTIUTOLA IAgaINTANTIAARUINTEUUANTA LY
Inseliannisnaaeuilln web application wdadantwiudiidu dynamic
content 7 iin1515enlddoyaaingrudeya drarusadaldaulduansin

[
=

Frudeyaansainuldund anuiaundninTue1ainaInteyalinsuiiu
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YawmsinsaUszarunumadslgymnisidau

UM 15 Yaamedmiudszanunuudletdymszuu
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